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IlosmTrka HHpoOpManonHoii 6e3onacHoCcTH

1. O6mne nonoxenust

L.1. Tlonuruka undopmanmonnoii 6esonacnoct (anee — INonuTika) ONpeNeNseT ey U 3adaul CHCTEMBI
obecrieyenus WHPOPMALMOHHOH (E30MACHOCTH M YCTAHABIHBAET COBOKYIHOCTb IIPaBHJ, IIPOLEAYP,
IIPaKTU4ECKUX TPHEMOB, TPeOOBaHMH M PYKOBONANIMX NPHHIMIOB B 06MacTH MHQOPMALHOHHOMN
0e301aCHOCTH, KOTOPBIMM PYKOBOACTBYIOTCS PaGOTHHKH TOCYJAPCTBEHHOTO OMOKETHOTO JOMIKOIBHOIO
00pa3oBaTeNBHOTO YupekaeHHs AeTckoro caza Ne 21 Ilpumopckoro paifona Canxr-Ilerepbypra (manee —
I'bAOY), npu ocyiiecTriieHnH CBOCH JESTETHHOCTH.

1.2. Ocnoguoii nempto Ilonurukn sensercs 3ammta naGopMannn ['BJIOY IIPHA OCYINECTBIECHHUU YCTABHOM
ACATCIILHOCTH, KOTOpas HPEeIycMaTpUBaeT NPUHATHE HEOOXOMMMBIX Mep B LEJSIX 3aIUTHl HH(GOPMALHH OT
CHAYy4ailHOrO MM IIPEIHAMEPEHHOI0 H3MEHEHHs, paCKpbITHS HIM YHHYTOKEHHsS, a TaKKe B Leldx
cOOMONCHNs KOHPUASHIMATBHOCTH, [EJOCTHOCTH H AOCTYIHOCTH HH(OPMAIHH, 00ecleyeHns Npolecea
aBTOMATH3UPOBAHHOM 00pabOTKH IaHHBIX B yIIPaBICHUH.

1.3. TosmTuka paspaborana B coorBercTBuE ¢: MeepabHbIM 3aK0HOM 0T 27 mions 2006r. Ne 149- @3 «06
HHQOpMAIHH, HHOPMAIMOHHBIX TEXHOJIOTHAX H O 3aure nHdopmamuny, OeaepabHbIM 3aKOH 0T 27 HIONs
2006r. No 152-@3 «O nepcoHalIbHBIX AaHHBIX», DenepanbHbiM 3akoH or 10 suBaps 2002r. Ne 1-®3 «O6
IEKTPOHHON LU poBOll nomammcuy, Ykaszom Ipesunenta Poccniickoit ®ejepaunu ot 6 mapra 1997r. No 176
«O0 yrBepiienuu Tepeuns cBemeHMi KOH(UIEHIHAIBLHOTO XapakTepay, [locTaHOBIEHHEM [IpaButenscTBa
P® Ne 781 or 17.11.07r. «O6 yrBepiaeHHH MOJIOXKeHHs 00 oGecreyeHHH GE30MACHOCTH MEPCOHATBHBIX
JAQHHBIX NpH HX 00paboTke B MH(OPMALMOHHBIX CHCTEMaX [EPCOHAIBHBIX JAHHBIX», [IOCTAHOBIICHHE
[Ipasurensctea P® Ne 687 ot 15.09.08r. «O6 yreepikaenun [lonoxenns o6 ocobGeHHOCTX obpaboTku
ICPCOHANBHBIX JAHHBIX, OCYIIECTBISIEMON 0€3 HCIOJIb30BAaHHs CPEJICTB aBTOMATH3ALMHY» a TAKKE PSIOM
MHBIX HOPMATHBHBIX [IPABOBBIX aKTOB B cepe 3auThl HHPOpMALUH.

1.4. OrBercTBEHHOCTD 3a COOMOAEHHE HHDOPMALIHOHHOI (Ge30MacHOCTH HeceT Kax bl corpynuuk I'BJIOY.
Ha jn, paGotaromux 1o 0roBopaM rpakiaHCKO-IPaBOBOTO XapaKTepa, MOJI0KEHHs HACTOSILEH TOIHTHKH
PacIpoCTpaHsIOTCs B CiIy4ae, €C/Id 3T0 00yCIIOBIECHO B TAKOM AOTOBOPE.

1.5. B TlosHTHKE HCHOMB3YIOTCS CIIEAYIOUIE IIOHSTHSL:
* Huadopmanuonnas GezonacHocrs opraumsanmu (MB) opranmsanum: COCTOSHHE 3aIUMIIEHHOCTH
HHTEPECOB OPraHU3aLii B YCIOBUAX YIPO3 B HHGOPMaIHOHHOH cdepe.

*O0bexT 3amuThl HHpopMamuu: HHOOPMALMS WIM HOCHTETh HHOOPMALHH, WIHA HH)OPMATMOHHBIHI

IIpOLECE, KOTOPYIO(bIi) HEOOX0IMMO 3aIIHIIATE B COOTBETCTBHH C IENBIO 3aIUTHI HH(GOPMAIIHH.

¥ 3ammmaemblii  npouece  (MHPOPMALMOHHON  TEXHOJIOIHH): IpoLEece, HCIOJNb3YEMBIA B

MHQOPMALMOHHOM TeXHONOrHK IS 06paboTKH 3aumiaeMol nHGOpMaLHy ¢ TpeGyeMbIM YPOBHEM ee
3aIHILEHHOCTH.

“Hapymenue wunpopmMannonHoii 0e30MaCHOCTH OPraHH3ALMM: CIydaifHOE HIIH IpeIHAMEPEHHOE
HelIpaBOMepHOe JeilicTeue (u3uyeckoro mua (cyObekra, 00BEKTa) B OTHOLICHMH AKTHBOB
OpraHu3aliy, CJICACTBHEM KOTOPBIX SBISETCS HapylleHHe O0e30MacHOCTH HH(OpPMAIMU Ipu ee
00paboTKe TEXHHYECKUMH CPEICTBAMH B HH(OPMAIMOHHBIX CHCTEMAX, BBIZBIBAIOIICE HE[ATHBHBIE
nocueacTsus (yuepO/Bpen) s Oprannu3anyy,

“Upespbruaiinas  curyanns (UC): obcraHoBKa Ha ONpemeNeHHOH TEPPHTOPHH HIH aKBaTOPHH,
CJIOKHBIIAACA B PE3y/IbTATe aBapHH, ONACHOTO IPHPOAHOIO SBJICHMS, KATACTPO(DbI, CTUXHIHOTO MIH
HHOTO OC/ICTBHSI, KOTOPBIE MOTYT MOBJIeYb MIIH TIOBJICKIH 3a cOGOH YenoBedecKHe KepTBbL, yieps
3/I0POBBIO JIHOJICH MIH OKPYIKAaloUed NpUpoIHON cpesie, 3HAUYHTEILHbIE MaTepHaIbHBIC TIOTEPH |
HapymnieHye yCaoBUN KU3HEAeATENbHOCTH JIIOIEH.

* HHnuaenT nagopmanmonHoii Ge30nacHoCcTH; 11000€ HENPE/IBUICHHOE HITH HEKEIATEEHOE coObITHE,
KOTOPOE MOJMKET HapyIIMTh JCATENbHOCTh WIH HHPOPMalHOHHYI0 O€30MacHOCTh (yTpata ycIyr,
000pY/IOBAHMSL MM YCTPOMCTR; CHCTeMHBIE cOOM WM MEPErPY3KH; OIHOKH NIOJIB30BaTENICH;
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HEKOHTPOIUPYEMbIE H3MEHEHUSI CHCTEM; COOH IPOTPAMMHOI0 00ECIIeUeHHS H OTKA3bl TEXHHYECKIX
CPENCTB; HapylIeHHe MPABHI JOCTYIIA).

1.6. B Tonutuke uenonpsyrores cnenyiomue 0603Ha4eHns u COKpaIEHUs
APM - ApromaTu3upoBaHHOe pabodee MecTo

AC - ABTOMaTH3MPOBAHHAS CHCTEMA

I'BZIOY - TocynapereenHoe Gr0KeTHOE JOUKOTBHOE 00Pa30BaTeIbHOE YUpEKICHHE
Wb - Uadopmannonnas GesonacHocTs

HP - Mndopmaunonuslii pecype

HC - Madopmannonnas cicremMa

WUT - MadopMarioHHbIe TEXHOIOTHH

HC/I - HecankimoHHPOBaHHBIA 10CTYH

OK3 - Opran kprunrorpaduyeckoii 3anuThl

1O - IIporpammuoe obecnieuenne

CK3H - Cpenctpo kpunrorpaguieckoil 3amuts HEGOpMAIUU

CYMUB - CucteMa ynpasieHHs HHGOPMAIMOHHOH He30MaCHOCTHIO

2. Heanb 1 3212491 NOJHTHKH HHPOPMAIHMOHHOI 6e30macHocTH

2.1. OcnoBHBIMHE HessiMu TOJUTHKE B sBisioTes:

* cOXpaHeHHe KOH(HICHIHATEHOCTH KPHTHYHBIX HHQOPMALHOHHBIX pecypcos;

* obecrieycHne HEMPEPEIBHOCTH A0CTYNA K HHPOpPMAHOHHBIM pecypcam [T BIIOY:

* 3amUTa HEJOCTHOCTH HHMOPMAIMH ¢ UE/IbIO NOANEPIKaHHS BO3MOKHOCTH I'BJAOY no okazanuio
YCIYT BBICOKOTO Ka4eCTBa U IPHHATHIO 3()(eKTHBHBIX YIIPABIEHYECKHX PEILCHHIH;

¥ UOBBILICHHE OCBEJOMJICHHOCTH TOJb30BaTeNedl B  0OJacTH  PHCKOB, CBS3aHHBIX  C
unpopmanunonusiMu pecypcamu ['BJI0Y;

¥ OIpEZe/CHHE CTENEHH OTBETCTBEHHOCTH H O0SM3aHHOCTEll COTPYNHHKOB MO 0GecTeueHHio
HHPOPMALHOHHOH 6e30MacHOCTH;

* MHOBBIICHHE YPOBHA ((EKTHBHOCTH, HENPEPHIBHOCTH, KOHTPOIHPYEMOCTH MEp IO 3allUTe OT
peanbHbIX yrpo3 MUb;

* IpenoTBpalleHHe H/MIH CHEYKEHHE ymep6a oT HHIuaeHToB UB.

2.2. OcuoBHbIMH 33auamu noutuku Ub sesiores:

* paspaboTka TpeboBanuii mo obecneyenuto Ub;

* KOHTPOJIb BBITIOJIHEHUS YCTAHOBJIEHHbIX TpeboBaHuii 1o odecnevyenuio UB;

*roppimienne  3((EKTHBHOCTH,  HENPEPLIBHOCTH,  KOHTPOIHPYEMOCTH MEpONIPUATHH 110
obecnevenuio U nogepxkanuio UB;

* paspaboTka HOPMAaTUBHBLIX JAOKYMEHTOB ans obecrieuenns UB I'BZIOY; BBIABICHHE, OIIEHKA,
MPOTHO3HPOBAHKE U MpeloTBpalleHHe peanusanyu yrpos Ub I'B/IOY;

* OpraHu3alus aHTHBUPYCHOH 3amuThl HHOpMaMOHHEIX pecypcor IBIIOY; saumra uH(pOpMaITHH
'OV ot mecankumonupopauHHoro gocryna (nanee- HCJI) #H yTeUKH MO TEXHHYECKHM KaHAIAM
CBSI3H.

3. Konnenryansnas cxema obecneuenust HHQopMaIHOHHONH Ge30MacHoCTH

3.1. lNomutuka Wb I'BJIOY HampaBieHa Ha 3amIATy WHQOPMAIHOHHBIX pPECYpPCOB (aKTHUBOB) OT
YIpo3, HCXOJIIHX OT MPOTHBONPABHBIX JACHCTBHN 3/10yMBIIUICHHHKOB, YMEHBUICHHE PUCKOB H
CHHKCHHC IOTEHUHAJIBHOTO BpeAa OT aBapHif, HempeaHaMEepeHHBIX OIMUOOUHBIX JeHCTBH
corpynuukos I'BJIOY, Ttexmuueckux cG0EB aBTOMATH3MPOBAHHBIX CHMCTEM, HEIIPABHIbHBIX
TEXHOJIOTHYIECKHX U OPraHU3allMOHHBIX PEIICHHUH B IIpoleccax Mmoucka, chopa xpanenus, 00paboTKH,
OpCIOCTABICHUA M pacnpocTpaHeHHs UHpopManumu u  obecnevenne dPQEKTHBHOrO W
BecriepeboiiHoOro mnpoiecea JiesTeILHOCTH,
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3.2. HanGo/1bIuMMH BO3MOKHOCTSIME [171sl HAHECEHHS YIep6a 06/1a1aeT cobCTReHHbI IIePCOHAT
['BJIOY. Puck aBapuil u TexHHuecKHX cGOEB B aBTOMATH3MPOBAHHBIX CHCTEMAX OIIPEACIIAETCS
COCTOSIHMEM  alllapaTHOTO  O0eCreyeHHs, HAAEKHOCTBIO CHCTEM  JHEPrOCHAOWKCHHS |
TEICKOMMYHHKAIHH, KBaIM(pHKAIHEeHl COTPYAHMKOB HX CIIOCOOHOCTBIO K aieKBaTHBIM U
HE3aME UM TEe/IbHBIM TEHCTBUSAM B HEIUTATHOH CUTYALIUH.

3.3. Crparerus obecnevenus Ub I'BJIOY sakmouaetest B HCMONb30BaHHM 3apaHee Pa3pabOTAHHBIX
MEp MPOTUBOACHCTBHUS arakaM 3JI0yMBUINIEHHHKOB, a TAK)Ke MPOrPAMMHO-TEXHHYECKHX U
OprafHH3alMOHHBIX PEIIeHHH, IT03BOJAIOMMX CBECTH K MHHHMYMY BO3MOYKHBIC IIOTEPH OT
TEXHHYECKHX aBapuil U omMOOUHEIX AeicTruil coTpymuukos ['BJIOV.

4. OcHoBHbIE NIPHANUNBI o0ecieuennst HHGOPMAHOHHO Ge30nacHoCTH

4.1. OcHoBHbiMu npuHIamMu obecrieuenns Ub:

* MOCTOAHHBIN H BCECTOPOHHHIT aHAIM3 aBTOMATH3MPOBAHHBIX CHCTEM H TPYIOBOTO IHpOLECCa C
LC/IBIO BBIABIICHHS YA3BUMOCTH HHPOPMALMOHHBIX akTuBoB ['BJIOY;

*cBOeBpeMeHHOe OOHapy:KeHHe HpobiIeM, MOTEHIHAIBHO CIOCOOHBIX mopuate Ha UB ['BJIOY,
KOPPEKTHPOBKA MOJEIEH YIpO3 U HAPYIIHTEJIS;

*paspaboTka 1 BHEJPEHHE 3ALIUTHBIX Mep;

FKOHTPOJIb 3(eKTHBHOCTH MPHHHMAEMBIX 3AIMTHEIX Mep;

*nepcoHn(puKalus ¥ pasJelieHHe pojieil M OTBETCTBEHHOCTH Mexay corpyauukamu [BJOY 3a
obecrnieverne Mb nikonsl HCXOIUT W3 IPUHIUINE IEPCOHATBHOM M €HHOIMYHOM OTBETCTBEHHOCTH 34
COBEpIIAEMbIC OTIEPALHH.

5. O0BbeKTHI 321U THI

5.1. OObeKTaMu 3alUTEI ¢ TOUKH 3peHust Vb B ylpaBneHnH SBISIOTCS:
* uH(pOpPMaNHOHHBIH HTpolece MPO(ECCHOHATLHON NesSTeTEHOCTH;
* uapopmanmonusie aktussl [ B0V,

5.2, 3amunaeMas HHGOPMAIHS ICTUTCA Ha CJIEYIOLIHE BH/IBI:

* unpopmanus no GHHAHCOBO-9KOHOMHYECKOH mesTemsHocT B0V

¥ HepcoHanbHBIE JaHHbIe — J00as HH(GOPMAauMsA, OTHOCAWASCA K ONPEJECHHOMY HIIH
ONPEJIEIAEMOMY Ha OCHOBAHMH TakoH MH(OpManuHu Gu3ndecKOMy JHIY (CYOBEKTY HepPCOHATBHBIX
JIAHHBIX), B TOM HHCIEC €ro (pamuiius, UMs, OTUECTBO, IO, MECSIl, JATa H MECTO POXIEHHS, ampec,
CeMeHHOe, CONHANBHOE, UMYLIECTBEHHOE MOI0KeHHe, 00pasoBanne, mpodeccus, M0XOMbl, Apyras
uH(popManus;

¥ Apyrag nabopMaius, He OTHOCAIAACH HH K OJHOMY M3 YKA3aHHBIX BBINIE BHJOB, KOTOpas
orMmeveHa rpudoM « /st cirysxeSHOTro mob30Banus» Win «KoHpHASHIMATEHO Y.

6. Tpeboranus mo HHGpOPMANMOHHOI Ge30IACHOCTH

6.1. B oTHOLIeHNH Beex coOCTBEHHBIX HH(pOpMAHOHHBIX akTHBOB [ BJIOY, akTHBOB, HAXOIAIHXCS
noa xourpoiaem ['BJIOY, a takke aKTHBOB, HCIOJIB3YeMBIX [UIS TIOJYYEHHA JOCTYIa K
undpactpykrype I'BIOY, nomkHa ObIThb oOnpeaeneHa OTBETCTBEHHOCTH COOTBETCTBYIOLIErO
corpyanuka ['BJOY. Mndopmanns o cMeHe BliajelblleB aKTHBOB, HX PACIIPENETeHHH, H3MEHEHMSIX
B KOH(pMIypaluu W Hcronb3oBanuu 3a mpeaeiamu [BJIOY nomkHA JOBOIMTBCS O CBEACHUS
saseqyrowero I'bJIOVY.

6.2. Bee pabotel B npenenax I'BJOY HOMKHBI BHIIOIHATBCS B COOTBETCTBHH ¢ O(HIHATHHBIMH
JIOJDKHOCTHBIMH 0OS3aHHOCTAMHU TOJBKO HA KOMIBIOTEPAX, Pa3pellieHHbIX K HCHOJIB30BAHHIO.
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6.3. Bee mannbie (KoH(HICHIMAIBHBIE WIH CTPOTO KOH(QHU/ICHIHAIbHBIE), COCTABIAIOIINE TalHy

I'BIOY u xpansmuecs Ha JKECTKMX JIMCKAX TOPTATHBHBIX KOMITBIOTEPOB, [OJIKHBI OBITh
3amupoBaHBL.

6.4. 3aBelyrOmui JIOJDKEH MEPHONHYECKH [I€PECMATPUBATh MpaBa JOCTYIIA CBOHX COTPYIHHKOB H
APYTHX TI0JIb30BATE/IEH K COOTBETCTBYIONTHM HHGOPMAIMOHHEIM PECYPCaM.

6.5. B mensax obecneuenus caHKIHOHHPOBAHHOTO IOCTYNA K HH(QOPMAIIMOHHOMY pecypey, Joboit
BXOI B CHCTEMY JIOJDKEH OCYLIECTBIIATHCS ¢ HCIIOJIL30BaHHEM YHHKAIBLHOTO MMEHH M0JB30BaTeNs U
napoJs.

6.6. Tloib3oBaTeH JOKHBI PYKOBOZICTBOBATHCS PEKOMEHIALMSAMH 1O 3aIIUTE CBOErO Mapoisl Ha
dTalle ero BEIOOPA H IOCIEAYIOUIETO HCMOJB30BaHMS. 3alpeiaercs coodmaTs CBOM Maposh APYTrHM

JIHIaM HJIH OPEeNoCTaB/IATE CBOX YYETHYIO 3aIlUCh IPYruM, B TOM YHCHE YICHAM CBOSH CeMbH H
=
OJIH3KHUM.

6.7. B ipouecce cBoeit paboThl COTPYIHHKH 0653aHBI IOCTOSHHO HCTIONBE30BATh PEKHM "DKPaHHOI
34CTABKH" € IapONBHOM 3amuTol. PekoMenayeTcs ycTaHaBIMBATS MAKCHMMAIBHOE BpeMs "TIpocTos "
KOMIIBIOTEPA /10 MOABJIEHHs SKPaHHOM! 3aCTaBKU HE MONbINE 15 MUHYT.

6.8. locryn k cetu MnTeprer obecnednBaeTcs TOJILKO B MPOM3BOACTBEHHBIX IE/IAX U HE MOXKET
HCIIOJIb30BAThCS ATl HE3aKOHHOM NesSTeTbHOCTH.

Pexomennosanusie [IPABUJIA:

*cotpyauukam ['BJIOY paspemaercst HCHIONB30BATh CETh MIHTEPHET TOIBKO B CIIY/KEBHBIX LENSX;
*3anpelaeTcs nocenenue 1odoro caiita B cetn MHTEpHET, KOTOPKI CUHTACTCS OCKOPOHTEIBHBIM
JUts OOIECTBEHHOTO MHEHHS HJIM COJEPKHT HHPOPMAILHIO CEKCYAIbHOTO XapaKTepa, IpOHNaraHiy
pacoBOW ~ HEHABHUCTH,  KOMMEHTapMH MO  IOBOJY  pa3iMYds/IPEBOCXOJCTBA  IIOJIOB,
JHMCKPEIUTUPYIONINE 3asBJICHUA MM HHBIE MAaTEPHAIBI ¢ OCKOPOUTENBHBIMH BBICKA3BIBAHUSAMH 110
IOBONY 4BErO-Ju00 BO3pAcTa, CEKCYyalbHOH OpPHEHTAlNM, DENUIHO3HBIX MIH TIOMHTHYECKHX
yOeKIeHUH, HAIIHOHATLHOTO TPOUCXOMKIEHHS HIIH HEIeeCIIOCOBHOCTH;

*pabota corpymukos I'bJIOY ¢ MurepHer-pecypcamu J01ycKaeTes TOIBKO PeKHMOM IIPOCMOTPA
“H(OPMAlHK, HCKIIOUas BO3MOKHOCTB nepenaun uupopmanuu [BJI0Y B cets UnTepHeT;
*COTpY/IHMKAM, WMEIONIUM JIMYHBIE YYETHbIE 3allHCH, [pPEJOCTABICHHEIC  ITyOIHYHBIMHA
IpoBal/iepamMu, He paspeniaeTes oJIb30BaThCs HIMH Ha 000py1oBaHuu, npuHaniekamem ['5JI0Y:
*corpynuuxu I'BJJOY mepen OTKpbITHEM WM PacipocTpaHeHHeM (aiyioB, MONTYYSHHBIX H4epe3 ceTh
HuTepHeT, 10JKHBI TPOBEPHUTD UX HA HAJTMYKE BUPYCOB;

*3anpemen noctyn 8 Mnreprer gepes cets [BJIOY fuis Beex nuIl, He SBIAIOMMXCS COTPYIHHKAMH
IIKOJIBI, BKITKOYAs YJIEHOB CEMBH COTPYIHHKOB.

6.9. AIMHHHCTPaTOp HMMEET INPABO KOHTPOJIUPOBATH COJAEPXKAHHE BCEro IMOTOKA HH(pOPMALMH,
NPOXO/IAILIEH Yepes3 KaHall CBA3U K ceTH MHTepHeT B 060MX HANpaB/IeHHSX.

6.10. CoTpyaHMKH NOJDKHBI [OCTOSHHO TIOMHHTH O HEOOXOMMMOCTH oOecredeHus buzyecKoii
OesonacHocTH 000PYIOBAHHUS, HA KOTOPOM XpaHuTes nudopmauus 50V .

6.11.Corpyasnkam 3anpemieHo CcaMOCTOATENBHO H3MEHATh KOH(DHTYpalMio amnmapaTtHoro u
NPOrpamMMHOro odecnevenns. Bee namenenns npoussoaut agmunucrparop JIBC.

6.12. Bee xommbiotrepHoe oGopynoBanue (CepBephl, CTAMOHAPHEIC M MOPTATHBHBIE KOMIIBIOTEPEI),
nepudepuiinoe obopypoBanye (HampuUMep, MPHHTEPHl W CKAHEPHI), AKCECCYaphl (MaHUMYIATOPBI
THMA "MBINB", WIAPOBBIE MAHWUNYJISTOPbHI, JUCKOBOIBI IS CD-aHMCKOB), KOMMYHHKAIHOHHOE

OO OB VIO R AL (I A A LA

obopyroBatite (HanpimMep, (pakc-MOAeMbl, CETEBBIC aIaNTepsl W KOHIEHTPATOPH), I [eleil
[OKYMEHT NOAMWCAH 3NEKTPOHHOW MOAMUCHIO
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HACTOSIIEH IOJMTHKM BMECTE HMEHYIOTCS "KOMIBIOTEpHOE obopynosanue”. KomibioTepHoe
000pyJ0BaHKe, NPEJOCTABICHHOE MIKOJIOM, ABIACTCA €€ COGCTBCHHOCTBIO H [IPeIHA3HAYCHO JyIs
UCTIOJIL30BaHHA HCKIIIOYUTEIBHO B IPOU3BOACTBEHHBIX HEIAX.

6.13. Kaxpiit COTpYIHUK, Oy YHBIUHI B NO/TB30BAHME IOPTATHBHBIH KOMIIBIOTEp, 00s3aH NPUHATH
HAZJICHAIINE MEPEI 110 00ECMIEUSHUIO €r0 COXPAHHOCTH.

0.14. Bce KOMIBIOTEpHI JIODKHBI 3AlHINATECA MApoJieM MpH 3arpy3Ke CHCTEMBI, aKTHBAlUH IO
ropsveil KIABMIIM M 110CIe BbIXOAA U3 pexuMa "DKpaHHOH 3actasku". [l YCTAHOBKH PEIKHMOB
3QIUMTBL  TIOJIB30BATENIE JO/DKEH OOPAaTHThCS K aAMHUHHCTPAaTopy. JlaHHBIE HE JIOJIKHBI OBITH
CKOMITPOMETHPOBAHBI B C/Iy4ae XalaTHOCTH HIIH HEOPEKHOCTH TIPUBEAIIEH K moTepe 000py10BaHHS.
Iepen yrunusanuei Bece KOMIOHEHTB! 0GOPYAOBAHHUS, B COCTAB KOTOPBIX BXOAAT HOCHTEIH JAHHBIX
(BKJIHOUAs JKECTKHE JIUCKH), HEOOXOIMMO MPOBEPATH, YTOOBI YOEMHTHCS B OTCYTCTBHM HA HUX
KOHQUICHINAILHEIX JAHHBIX W JIMIEH3HOHHBIX MPOJYKTOB. JOMKHA BBINOIHATHCS npoLe/ypa
(hopmaTupoBanus HocHTesell HH(OPMALNH, HCKTIOYAKOIIAS BO3MOYKHOCTh BOCCTAHOBICHHS JAHHBIX.

6.15. Ipu sanucu kakoH-mi60 HHPOPMALIK HA HOCHTEb JUIA TIEPEIaul CyOBeKTaM, YYaCTBYIOIIUM
B HHPOPMAHOHHOM o0MeHe, HeoOXOAUMO YOEIMTHCS B TOM, YTO HOCHTENb YHCT, TO €CTh HE
CONCPIKMT HHUKAaKUX MHBIX HaHHBIX. [Ipoctoe nepedopmaTnpoBanue HOCHTENs He JaeT rapaHTHH
II0JIHOTO yIAeHHs 3allMCaHHOR Ha HeM HH(OPMAIIHH.

6.16. Iloptel nepenaun nauHbIX, B ToM yucie CD HCKOBOIBI B CTal(HOHAPHBIX KOMIILIOTEpax
cotTpynnukoB I’ BJIOY GnoknpyroTes, 32 HCKIIOUEHHEM TeX CIIydaes, KOrJa COTPYAHUKOM TIOTyUeHO
paspeleHue Ha 3alTUCh OT aJMHHHCTpATOpA.

6.17. Bee mnporpamMmuoe —obecrieueHue, YCTAHOBJGHHOE HA  INIPEIOCTABIEHHOM ['BJIOY
KOMIBIOTEPHOM 00OPYOBaHHH, SBISAETCS COOCTBEHHOCTHIO ['BJIOY M MOMKHO HCIONIB30BATHCS
HCKITIOUUTENILHO B IIPOU3BO/ICTBEHHBIX [EJIfX.

0.18. CoTpymHukam 3ampemiaeTcss yCTAHABJAMBATH HA IMPEJOCTABICHHOM B  IOJE30BAHME
KOMIIBIOTEPHOM 000pYAOBaHHA HECTAH/APTHOE, HETHICH3HOHHOE MPOrpaMMHOe 00ECIeUeHHE Hiln
IPOrpaMMHOE OOeceyeHne, He HMEIOIIee OTHOMIEHHS K UX [TPOU3BOICTBEHHOM JeATebHOCTH. Eciu
B XOJAC BBINOJHCHUA TEXHHYECKOro o00ciyx)uBanus OyneT oGHapyKeHO He paspelieHHOe K
YCTaHOBKE MPOrpaMMHoOe obecmeuerue, oHO OyIeT yHaleHo, a COOOWIEHHE O HapyNIeHHH OyaeT
HalpaB/ICHO HEMOCPeICTBEHHO 3aBenytoemy ['BJOY.

6.19. Ha Beex nopTaTHBHBIX KOMIIBIOTEPAX JOJKHBI OBITH YCTAHOBJICHB MPOrpaMMBbl, HEOOXOAUMBIE
JUiA o0ecIIedeHus 3aIuThl HHPOPMAIIHH:

*IepCOHAIbHBIH MEKCETeBOH 3Kpan;

*aHTMBUPYCHOE NMPOrpaMMHOE 00eCeYeHHE;

*nporpaMmHoe o0ecneuenie mu(poBAHNs HKECTKUX THCKOB.

6.20. Cotpynuuku I'BJIOY HE JOJIDKHBEI:

*0JIOKMPOBATh AHTHBHPYCHOE TIPOTPAMMHOE 00ECTICUCHHE;

*yCTaHABIUBATE JIPYrOe aHTHBHPYCHOE IIPOrPaMMHOE 00eceyeH e,

*H3MEHATH HACTPOHKY M KOH(PUI'YPALMIO aHTHBEPYCHOTO IPOrPAMMHOT0 00eCeYeHH s,

6.21. DNeKTPOHHBIE COODIIEHUs J0JDKHBI CTPOTO COOTBETCTBOBATH CTAHAAPTAM B 0OJACTH JEIOBO#H
OTHKH. MCHoNb30BaHUE SJEKTPOHHOH IMOYTHl B JIMYHBIX WLENSX He Jolnyckaercd. COTpYIHHKAM
3apeIaeTes HaNpapIATh KoHpuieHuuanpuyo uapopmarmio I'BJIOY no snexTpornoil nmoure Ges
HMCTIONB30BaHNs cucTeM Hnipposanus. Ctporo koHpuaeHnnatshas nadopmarus IBJOY, vu npu
KaKuX 00CTOATENBCTBAX, HE TOUIEKUT IIePeCkUIKe TPETHHM JIHIAM 110 JICKTPOHHOH 1104TE,
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6.22. Henonszosanue cotpyauukamu [BJIOY ny6nuunbiX MOYTOBBIX SIHKOB IJIEKTPOHHOMN MOYTEHI
OCYHICCTB/IACTCA TOJIBKO NPH COIJIACOBAHMHM C OTBETCTBEHHBIM 3a ofecieucHHe 6e30MacHOCTH
HH(pOPMAIY PH YCIOBHH TPHMEHEHHS MEXaHH3MOB MIH(POBAHHSL,

6.23. Corpynuuxu 'BAOY mis o6Mena NoKyMeHTaMU JODKHBI HCIIOIB30BATH TOIBKO CROI
O(HUUHANBHBIH al[PeC MEKTPOHHON MOYTHL

0.24. CooOmmienus;, ImepecbUIaeMble 1O SIEKTPOHHON MOYTe, [PEJCTaBIAT cOOOH IMOCTOSAHHO
HCIIONB3YEeMEIH HHCTPYMEHT Ui 9JIEKTPOHHBIX KOMMYHHKAIHH, HMEIOMX TOT K€ CTaTyC, 4YTO W
mHceMa M (haKCHMMITBHEIC COOOINEHUS. DJIEKTPOHHBIE COOBINEHUS MOIJIEHKAT TAKOMY K€
YTBEPIK/ICHHIO ¥ XPAHEHHUIO, YTO H [TPOUHE CPE/ICTBA NHCLMEHHBIX KOMMYHHUKAIHIL.

B nemax npenorspamenns ommuboK mpu OTHpaBKe COOOILIEHMH MOMB30BATEIH Hepe] OTIPABKOL
AOJDKHBI BHUMATEJILHO IMIPOBEPUTH MPABHIBHOCTL HAIMCAHUS UMEH H ajpecoB mnoiydareneii. B
Ciydae MOJIy4eHHs! COOOLICHUS JIMIOM, BHHMAHHIO KOTOPOTO 3TO COOBIIEHHe He MpeIHa3HAYaeTCs,
TaKOe COOOIICHHE HEOOXOIMMO TIEePEIIPABUTEL HEMOCPEACTBEHHOMY MOTYUATEIO.

6.25. He nonyckaercst mpy HCHONIL30BAHMSA SIEKTPOHHOMN OYTHI:

*paccpuika cOOOIIEHNH IHYHOrO XapaKTepa, HCIIOB3YIONNX 3HAUUTEbHBIE pecypehl 3J1€KTPOHHOMH
TOYTBI;

*paccelIKa peKITaMHBIX MATEPHAIOB;

*IOJMHMCKA HA PACCBUIKY, Y4acTHe B JIACKYCCHAX M IOJOOHBIE YCIIYIH, HCHOJIB3YIOIIHE
3HAYUTEIIBHBIC PECYPCHI 2IEKTPOHHON MOYTHI B JIMYHBIX IIEJIAX;

*HOMCK W uTeHHe COOOINCHHIl, HANpABICHHBIX JAPYrUM JIMIAM (HE3aBHCHMO OT crocoba HX
XpaHeHus);

*HepechuIKa JIOObIX MaTEPHATIOB, KAK COOOLICHHIA, TaK W IIPUIOKEHHH, COIepIKaHITe KOTOPBIX
ABIACTCS POTHBO3AKOHHBIM, HEIIPUCTOHHBIM, 3/I0HAMEPEHHBIM,

OCKOPOHUTEIBHBIM, YIPOKAIOMUM, KJIEBETHHUYECKHM, 3J00HBIM WM CIOCOOCTBYET [OBEICHHUIO,
KOTOpPOE MOXET paccMaTpUBATBCA KaK YroJOBHOE MPECTYIJICHHUE WM  aMHHHCTPATHBHLIA
HPOCTYNOK JMOO TNPUBOAMT K BO3HUKHOBEHHIO I'DaXIAHCKO-NPABOBOM  OTBETCTBEHHOCTH,
OCCIIOPAKOB MM IIPOTHBOPEHUHT CTAH/IAPTaM B 00IaCTH HTHKH.

6.26. Bce monb3oBaTeNd JOKHBI OBITH OCBEJOMIEHBI O CBOeH OOS3aHHOCTH COOOIIATH 06
M3BECTHBIX HJIH I0J03PEBAE€MBIX HMH HApYIICHHSX HH(POPMaUUOHHON 6e30macHOCTH, a Takike
JIOJKHBI OBITE POMH(POPMHUPOBAHEI O TOM, 9TO HHM NPH KAaKHX 0OCTOSATENBCTBAX OHU HE JOJKHBI
IBITATHCS UCTIOIB30BATH CTABIINE MM H3BECTHBIMH CJ1a0ble CTOPOHBI CHCTEMBI HE30MaCHOCTH.

0.27.B ciaydae Kpaku II€DEHOCHOTO KOMIIBIOTEpA ClelyeT He3aMeUIMTENRHO COOOIIHT
saseqyroniemy ['BJIOY.

6.28. Ecim nMeercst 10J03peHHE HJIM BBIIBICHO HAIMYHE BHPYCOB MM MHBIX Pa3pyIIMTETBHBIX
KOMIIBIOTEPHBIX KOJIOB, TO Cpasy IOC/IE UX OOHApY)KeHHs COTPYIAHHK OOA3aH HE MCIIONB30BATh U HE
BK/IIOYATh 3aPAKCHHBIH KOMIIBIOTEP, HE MOJICOE/IHHATH TOT KOMITBIOTEDP K KOMIIBKOTEPHOI ceTH
IIKOJIBL IO T€X IIOp, MOKA HA HEM HE OYJET MPOU3BENEHO yIaleHHe OOHApPYKEHHOTO BHPYCa U
HOJIHOE AaHTHBHPYCHOE CKAHUPOBAHHE a/IMHHHCTPATOPOM.

Cotpynuukam IBJIOY 3AIIPEIIAETCS:

*Hapymate uadpopmanronnyo 6esonacuocts B0V,

*CKaHHPOBATh MOPTHI HIM CHCTEMY 5€30MacHOCTH,

*KOHTPOJIMPOBATh PabOTy CETH C IEPEXBATOM JaHHBIX;

*IOJTy4aTh 10CTYN K KOMILIOTEPY WM YYETHOI 3alUCH B 0GXO/T CHCTEMBI HIEHTHQHKALMH
N0Jb30BaTeIs WK OE30MacHOCTH;

*repeaaBarh HHPOPMAIHIO O COTPYHUKAX HIIH CIIUCKHU cOTpyaHuKoB I'BJIOY mocTopoHHEM JHiaM;

*co3naBaTh, OGHOBNSTE WM PAaCIPOCTPAHATH KOMIIBIOTEPHBIE BHPYCHI H TPOYEE PaspyIIHTE/IBHOC
HpOorpaMMHOE obecneyeyue
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6.29. OTBETCTEEHHOCTD 3a COXPAHHOCTH JAHHBIX HA CTALMOHAPHLIX U MOPTATHBHBIX [I€PCOHABHBIX
KOMIILIOTEPAX JIEKHUT HA [10J630BATEIIAX.

6.30. HeoOxonuMo perymsipHo fAenarh pe3epBHBIE KOIHM BCEX OCHOBHBIX CIY)KEOHBIX JAHHBIX K
NPOrpaMMHOTO 00eCeYeHH sl

7. Yupasienne nHQOPMAMHOHHON 6€30NaCHOCTBIO

7.1. Yupasneaue UB I'BJIOY srioudaer B ceds:

*pa3paboTKy M TOUIEPKAHHE B AKTYaIbHOM  COCTOSHMH IlonuTuke  HHOPMAIHOHHOI
OeszomacHOCTH;

*paspaboTKy M MoJJepKaHHe B AKTYalbHOM COCTOSIHAM HOPMATHBHO- METOJMYECKHX HOKYMEHTOB
no obecneyennio Ub;

*obecneuenue GecrnepeboitHoro GYHKIMOHHPOBAHKS KOMILTekca cpeacTs UB;

*OLEHKY PHCKOB, CBA3AHHBIX ¢ Hapymenusamu UB.

8. Peanusanust noJuruku uHGOPMAHONHON 6e30nacHOCTH

8.1. Peamsamua Tlomurukn HB T'BAOY ocymectBinsercs Ha OCHOBaHHM —JOKYMEHTOB,

perIaMeHTHPYIOIIUX OTAEIbHBIE NPOIEAYPhl U MPOUECcCH MPOodecCHOHATLHON NeATENLHOCTH B
YIPaBJICHHH.

Ilopsitoxk  BHeceHHsi H3MeHeHHII H JONOJHEHHH B NOIMTHKY HH(POPMANHOHHOMN
0e30MacHOCTH

9.1. Buecenue wusMeHenuii u JjononHennit B Ilomutuky wunGOPMAaUMOHHON O€30IMACHOCTH
OPOM3BOIMTCA HE PEXKE OHHOI0 pasa B TPH TOJa C LB MPUBEICHHS B COOTBETCTBHE
onpeneneHHbIX [lOJMTHKON 3allMTHRIX MEP peanbHbIM JKH3HEHHBIM YCIOBHSAM H  TEKYIIHM
TpeOOBaHUAM K 3amiuTe HHGOPMAIIHH.

10 Konrpous 3a cobonennemM moanTukn HHGOPMAMHOHNO0i 6€30NacCHOCTH

10.1. Texymuit KOHTPOIL 32 cOOMOAEHHEM BHITTONHEHHS TpeGosanuil TTonutuky HHMOPMALHOHHO

Oesomacroctu ['BJIOY Bo3naraercs Ha COTPYINHHKA, HA3HAYEHHOTO IIPHKA30M 3aBEAYIOLIEro
I'BAOY.

10.2. 3apenyromuii I'/IOY Ha peryisipHO# OCHOBE paccMaTpHBAeT PEANH3AUHI0 H COOIIOJCHHE
OTAC/IbHBIX MOoKeHn# [TonuTuku HHPOPMALUMOHHOH Oe30IIaCHOCTH, & TaKKe OCYIIEeCTBIIIeT
NOCNeNYIOIIHH KOHTPOJIb 38 cOOJII0ICHHEM ee TpeOoBaHui,

JIOKYMEHT MOZAMNWUCAH SMEKTPOHHON NOANUCHIO

roCyAAPCTBEHHOE BHODKETHOE JOLLKOJ/IbHOE OBPA3OBATE/IbHOE 20.06.23 10:21 (MSK) Ceptudukat 5FE92CC21E765B5E5BF28C17C3937C70
YYPEXXAEHWE AETCKWUIA CAQL N2 21 MPUMOPCKOIO PAAOHA .
CAHKT-NETEPBYPIA, bauesckas BukTtopus AgonbdosHa, 3ABEAYHOLLNN




